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0.000008869 0 595.2 841.92g7.1W200.6

45.03 0 0  0.36 415.13 598.97 cm

/Image216 Do Q

 EMC  /Span <</MCID 39/Lang (en-US)>> BDC q

0.000008869 0 595.2 841.92 re

W* 237.1W204.0

04 Tf

1 0 0 1 121.97 529.82 Tm

/GS9 gs

0 g

/GS10 gs

0 G

(................................)Tj22
ET

Q

 EMC  /Span <</MCID 10/Lang (en-US)>> BDC q

0.00000856BT
 595.2 841.9236re

200.6

45.03 0 0 12.36 498.91 598.97 cm

/Image2

ET

Q

 EMC  /Span <</MCID 21/Lang (en-US)>> BDC q

0.000008869 0 595.2 841.92 re

W* 436re

204.0

04 Tf

1 0 0 1 121.97 529.82 Tm

/GS9 gs

0 g

/GS1.............................)Tj228 Do Q

 EMC  /Span <</MCID 52/Lang (en-US)>> BDC q

0.000008869 0 595.2 841.92 re

W* n
0
BT
204.0

04 Tf

1 0 0 1 121.97 529.82 Tm

/gs

0 g

/GS10 gs

0 G

(2.4  )Tj227 Do Q

 EMC  /Span <</MCID 73/Lang (en-US)>> BDC q

0.000008889 0 595.25.2 841
BT
W200.6

45.03 0 0  0.36 498.91 598.97 cm

/Image2

ET

Q

 EMC  /Span <</MCID 64/Lang (en-US)>> BDC q

0.000008869 0 595.2 841.92 re

W* n1
BT
W204.0

04 Tf

1 0 0 1 121.97 529.82 Tm

/20s

0 g

/GS10 gs

0 G

(2.4  )Tj253 Do Q

 EMC  /Span <</MCID 25/Lang (en-US)>> BDC q

0.000008869 0 595.2 841.92 re

W* n

BT

204.0

04 Tf

1 0 0 1 504.91 566.09 Tm

0 g

0 G

[( )] TJ

ET

Q

 EMC q

0.000008869 0 595.2 841.9226
ET

Q

 EMC  /Span <</MCID 46/Lang (en-US)>> BDC q

0.000008869 0 595.2 841.92 re

869 45
45.03 0 0 27836 498.91 598.97 cm

/Image2
4 Do Q

 EMC  /Span <</MCID 47/Lang (en-US)>> BDC q

0.000008869 0 595.2 841.92 re

W* 92 re

167B81W04 Tf

1 0 0 1 121.97 529.82 Tm

/3S7 gs

0 g

/GS10 gs

0 G

(2.4  )Tj22
ET

Q

 EMC  /Span <</MCID 28/Lang (zh-CN)>> BDC q

0.00000876.740 595.2 841.9

BT

869 45
45.03 0 0 27.36 302.76 635.21 cm

/Image22
ET

Q

 EMC  /Span <</MCID 69/Lang (zh-CN)>> BDC q

0.000008869 0 595.2 841.92 re

W* n

BT

167B81W04 Tf

1 0 0 1 121.97 529.82 Tm

[<s

0 g

0ECE4BAF43BB08EF g

/GS10 gs

0 G

[<2D1E1585>] TJ2

ET

Q

 EMC  /Span <</MCID 30/Lang (en-US)>> BDC q

0.000008869 0 595.2 841.92 re

W*  14.15
167B81W04 Tf

1 0 0 1 121.97 529.82 Tm

/gs

0 g

/GS10 gs

0 G

(2.4  )Tj273 Do Q

 EMC  /Span <</MCID 81/Lang (en-US)>> BDC q

0.000008869 0 595.2 841.9  8418
869 45
45.03 0 0 5.36 377.66 707.71 cm

/Image2
8 Do Q

 EMC  /Span <</MCID 52/Lang (en-US)>> BDC q

0.000008869 0 595.2 841.92 re

W*   8418
867B81W04 Tf

1 0 0 1 121.97 529.82 Tm

/GS9 gs

0 g

/GS10 gs

0 G

(................................)Tj2

ET

Q

 EMC  /Span <</MCID 33/Lang (en-US)>> BDC q

0.000008869 0 595.2 841.92 re

W869 45
45.03 0 0 5.36 377.66 707.71 cm

/Image2
7 Do Q

 EMC  /Span <</MCID 34/Lang (en-US)>> BDC q

0.000008869 0 595.2 841.92 re

W* 2 re

W867B81W04 Tf

1 0 0 1 121.97 529.82 Tm

/GS9 gs

0 g

/GS10 gs

0 G

(................................)Tj2
3 Do Q

 EMC  /Span <</MCID 25/Lang (en-US)>> BDC q

0.000008n

B2 595.2 841.92 re

W869 45
45.03 0 0 27.36 415.13 598.97 cm

/Image274 Do Q

 EMC  /Span <</MCID 36/Lang (en-US)>> BDC q

0.000008869 0 595.2 841.92 re

W* 4 re

W867B81W04 Tf

1 0 0 1 121.97 529.82 Tm

/GS9 gs

0 g

/GS10 gs

0.............................

2.4  2.4  
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ѿ   ╠  

2025 ̆ ױ ⌠ ῃ ₮ ԅѿ֓῏ Ȃֲ ῀

₯ Ҭ̆ ≠ ѿ ⱴ ̆ Ὲ

ῤ ᶏ Ȃ ѿ ⌠ Ҍ ̆ᶛ ׆ Ὲ ⌠ ₯̆

⌠₃Ӎץ Ȃ Ӟ Ҭ̆ᶛ ғ ⱬ

Ȃ ↓ ᶭ ₯Ҭ ≠ ̆ῤ ҍ Ӟ ₮ ₯

Ȃṿ ̆ AI ᴆ ̆ҍӊ ῏ ῃ ̆

Ҭ Ӟ Ȃ ᵣ ꜚ ̆Ӟ ̆

ꜚ Ȃ ѿ ̆ ῃ ᶭ ₮̆ᶫ

῏ ҳ יּ ̆ ҌῬ ̆ ҹ ῃ

Ҭ Ȃ ֓ Ҋ̆ל ῤӞ ꜚľң ѿ Ŀ ῃ ᵬ̆

ⱴ ᵬ̆ ῃҍҙⱵ ӊ Ȃ 

2025 ῃ ῃԊᴆ̆  AIȁᶫ ȁⱴ ȁ Web ȁ

̆€ ῃ ̆ ₯ Ҥ Ȃ 1  AI  

DeepSeek ҉ ѿ ₯̕2  Bybit ַⱴ ֟̕3  GitHub 

 Actions ᶫ ῀᷅ Ḥ ̕ 12  React ᴆ

ȁ ȁ ֟ ₯ ṿ ̆

ῐ ῃ Ҍ ̆Ӟᵣ ᴰ ׅҹ ̆

₯ȁᶫ Һ ̆ ҙ ҳ ῃ Ҥ ғ Ȃ 

ᵬҹҬ ᾢ ῃȁ ҍԐ Ⱶ ᶫ ̆ Ḥ ץ

ῃҹ ᴋ̆⇔ ̆ ⱬԍ ҹ ῃ֟ҙ ȁ ᾢ ῃ ⇔

ף ῃ Ȃҹԅ ԅ ῃ ̆ל
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̆ ȇ2025 ῃ №ל ȈȂ ῃ

№ 2025 ῃ ל ̆ ᶛ╩ ῖ ῃԊᴆ

̆ 2026 ץ ҹ ȁᴑҙ ҩֲ ᶫ

῍ ῃ ῃҍ Ȃ 

ῤ ῍№ ҩ №̆ ѿ №ҹ 2025 ̆ל ȁ

ᶫ ῃȁAI ҍ ῃȁץ ῏ ֜ ₯ ᶛ № ̆

₮ ף └ⱬҊ ȁᶫ ₯ ᴟ ȁ ҹ ₯

ȁץ ῏ ֜ ₯ ₮≠ ҍᶫ └

ҕ Ȃ 

ԋ №ҹ 2025 ̆ל ╠ 100 ҩ ≠

№ ֟ Ȃ CNVD Ὲ ̆2024 ῍ 18782 ҩ̆2025 ῍

19576 ҩ̆ ⱴ 4.23% Ȃ ₯ ȂῒҬ̆ᵞ 5.65% ̆

Ҭ 45.47% ̆ 48.88% Ȃ  AI ̆ ≠  ľ Ŀ ̆ל

׆ ҹ῏Ӎᴑҙ ⱵȂ 

҈ №ҹ ṿ ῏ ̆ Ḥ ῃ

̆ל № ҆ Ȃ Ḥ ҍ ∞̆

ⱳ ꜛ ԅ ῃԊᴆȂ ԍ ȁ

̆ ԅ ΐף Ȃ

 React Ⱶ ᴆȁ Microsoft ֟ ȁ Redisȁ Sudo ȁ Kubernetes ȁ

Langflow ȁ  WhatsApp  WinRAR ᵣ̆ ף ȁ

ȁ ↓ ȁ ȁ ̆ ῃȁ ῃ Ҥ

Ȃ ѿ ̆ Ḥ ѿ ꜚ ̆
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ȁ № ҍ ₯ ∞Ȃ ȁ ̆ҹ

ᶫ ҳ ҍ ḱ Ȃ 

№ҹ 2026 ̆ ȁᶫ ῃȁ AI 

ҍ ῃ ∞̆ ῃ Ḡ ᵝ ̆ ₮

ף ף ῃ ̆ᶫ ₯ׅ Һ ̆ AI 

῀ ң ҍḱ ̆ ῒ ԍ ῃᵣ

Ҍ ̆ ҹ ₯ Ȃ 

ᴑҙ ῃ ῃ ⱬ̆ ᵣ ̆ └

⅞̆ⱴ ȁ ȁ ⱬȂץḂ ₯ ᵬ

₮ Ȃ ̆ ₯ ⱬ̆ ꜛ ₯ ῏ ⱬ̂ └ȁ

̃̆ᶏ ₯ ᵬ ⱴ Ḃץ̆

₯Ȃ 

Ḥ ѿᵣ Ḡץ̆ ῃҹ ᴋ̆

ᵬҬ ᶶ ̆ ֟ ̆

̆ҹ ῃ ῃ ᵝ Ȃ 

ԋ   2025  ל

2025 ῏ ῃ ̆ Ҋץ Ȃ 

̂1̃ ԅ ᵬ ̆Ӟ ԅף └ⱬҊ Ȃ Ҋ̆

ѿ ף̆ └ⱬҊ ⱴ AI ף ̆ ᵣ ῃ

Ҍׅל ӏ ̕ 

̂2̃ᶫ ₯ ⱴ ף ᶏ ᴟ ̆ ΐ  ̕
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̆ ⌠ VS Code ȁVisual StudioȁJetBrains IDEs Һ Ҭ̆

ᶭ ҉Ҋ ₱ ȁף ӂ ᶛȂ  

ᵬҹ GitHub Ὲ ̆ᴪ Ҭ ῒ ֟ Ȃ 2025 Ҭ

̆GitHub Copilot ̂ ҍט ̃  2000 ҆̆ғ  90%  

100 ᴑҙ ᶏ ֟ Ȃᵬҹ ̆  Evans Data / Statista 2024 ̆ῃ

Ғҙ ᴆ ҹ 2870 ֲ҆Ȃ 

Ҋ̆ ѿ ף̆ └ⱬҊ ⱴ AI

ף ̆ ᴆ֟ ῃ Ҍל ӏ Ȃ 

2.2  ԍ ᶫ ₯ ᴟ  

2025 React2Shell (CVE-2025 -55182) ᶛҬ̆React ᴆ React 

Server Components (RSC) ⱳ ̆ᾛ React ᴆֽ Ⱶ Ȃ №

̆RSC ⱳ ᶭ Flight Ⱶ ҍ ֜ԑ̆ ԍ Flight

Ҍ ̆ RSC ⱳ ↓ ̆ ᴋ ף Ȃ ≠

ᵞȁ ȁ ᴋ ף ̆ ҩ ₃Ӎ ҹ ̆₃Ӎ

ᶭ React19 ῒ ῏ ̂Һ ԅ RSC ⱳ ̃ Web ȂRSC  

React ₮ ӈ ѿ ⱬ̆  Next.js ѿҩ ῒ

ԍ ֟ Ȃ ԍ RSC ҩ ̆ᶏ Next.js ⌠

Ȃ ԍ ReactȁNext.js Web ̆ Ӟ Web

⌠ Ȃ 
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̆ ᴆ ҹף Ὲ ̆ῃҕ ῃҒ ⌠ ̆ ץ

ᴪ ḱ Ȃᵖ ҉ Ҍ ῃ Ȃ Ҋ҈ҩץ Ȃ 

➢ ѿҩ № ף ̆῏ ֲ Ҍ Ȃ Ἕ Linux ῤ ȁNginxȁ

Apache  HTTPD ҉҆ ῃ Ȃ ᶏ

̆ ₃ҩ ҙᵩ  ̕

➢ ԋҩ ̆ ף Ὲ ̆Ҍֽ ץ ף ḱ

̆ ₯ Ӟ ץ ̆ Oday

Ȃṿ ᴆҬ̆ҹ ῃ ̆ ₯ №

Ȃ Ҭ̆ױז ץ Ȃ ῒ ₯ ≠̕  

➢ ҈ҩ ᶫ ῃ Ȃ ף ᴆ ᵌԍ ̆ 90% ף

҈ ̆▼Ҋ 10% ҙⱵף ΏȂ ₯ └ԅ

̆ ᶏ ҩ ᴆ ᴪ ⌠ Ȃ2024 XZ  Utils Ԋᴆ ῖ

Ȃ╠ ⌠ React2Shell̆ Ҍ ῖ ľ Ŀᶫ ₯̆ᵖ

ԍ ᶫ ῃ Ȃ 

ץ ̆ľ ᴆ ῃ Ŀ ѿҩ ȂReact2Shell ѿҩῖ ᶫ

ῃ ̆ Ҍ ֲҹ ̆ᵖ ԅ ף ᴆ ľ Ŀ ᶭ

Ȃ ᴆ Ҍ ҹľ ֲ Ŀ ῃȂ React ̂ Meta/Vercel̃

̆ῃҕ ̆ᶭ ₮ № ̆ᶏ Ҋ Web ῒ Ȃ 

Ԋᴆ ̆ ῃ ῃ ᵬ ̆ΐ ᵬ Ȃ ԍ ᴆ

̆ ᶫ ῃ ̆ ↕ȂӞ ̆ҹԅ ᶫ ῃ ̆

Ҥ └ ᴆ ׆̆ ҉℗ ₯ Ȃ ף ̆ ̆Ӟ ԅ ₯

Ȃ ԍ ῃ ̆ ₯ ̆⁞ ҙⱵ ҬҌ ᴆᶭ Ȃ
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ḱ ᵬ̆ ᴆ֟ №̆№ №

ῃ Ȃ 

2.3  ≠  

ҍ≠ ̆AI Ӟ Ȃ Bugcrowd

ȇ2025 Ȉ 2̆025 Ҭᶏ AI ΐ ῃ ᶛ̆

׆ 2024 77% ҉ 87% ̆ ᶏ AI ֲ ľ׆ №Ŀ ҹľ

ĿȂ 

₮̆ ῃ ֲ ᶏ AI ̆Һ Ҭ Ҋ҈ҩץ  ̔

1. Ώ ꜛ ̔ Ȃ ֲ ₮ ̆ᶛ ̔

ľ Ώѿҩ Shell ̆ ᴆ Ҭ ᴆ̆ ᴆҬ Token Ḥ

ȂĿ ╠ Ώ ᵌ 30 № ̆ AI 1 № ῤ ̆

ԅ ꜚ Ȃ 

ף .2 ҍ№ ̔AI ľף ꜛ Ŀ ̆ ꜛ ֲ ף

Ȃᶛ ̆ ῀̔ľ ѿҊ Java ף ָӇĿ̆׆ ף

ⱳ ҍ Ȃ 

3. Ώ ̔ ֲ AI ҹ ȁ Ғҙ

̆ᶛ ̔ľ ҩ פ ̆ ѿᴍ ῏ ҍḱ

ȂĿṢꜛAI ⱬ̆ Ҍֽ ̆

Ȃ 

֓ Ҍֽ ԅ ̆Ӟ ₮AI ῀ ῃ ᵬ ῃ Ȃ 
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2.4  ҹ ₯  

AI ̆ῒ Ӟ ľ Ŀ ̆ל ῒ API

ҍ Ҭ̆ ₮ ῃ Ȃ ᶏ AI ҹѿҩ ȁ

₯ Ȃѿ ̆҉ ῃ ̆ ῀ȁ

̕ ѿ ̆ Ҭ̆ᴰ ῃ ̂ ȁ

ȁ ̃Ӟ Ȃ 

ץ 2024 -2025 ᴑҙ RAG ̂ ̃ ҹᶛȂ ᶭ
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҉ץ ’ ̆ ╠ AI ῒ ᴆ ᵣҬ ̆ ҉ѿ

҉ Ȃ 

2.5  ῏ ₯ ⱴ▲  

2025 ̆ ₯Ҍֽ ҉ ̆ ԅ Ȃ

≠ ῃ ῏ ´Ԋ ₯ ₮Ҍ Ȃ ₯ ԅȂז

ҌῬױ қ ꜝ ̆ ԅ ҆ ̆

ױזֲ̆ ῤ ֟ ꜝѿ ̆ ῏ ┴ ҍ ѿ₯Ȃז

ױ ≠ ̆Ӟ ⱴ ⱴ ̆ ԍ ȁ ₯ ȁ

₯ ץ̆ Ȃ 

ῤ ľ ‗ Ŀ´Ԋ ꜚҬ̆ ҌῬ ꜛ ̆ ᵬҹ

₯ⱬ ̆ ‰ ´Ԋ Ȃ ₯ ԅ ̆ ῤ ̆

ľ ĿҍľḤ Ŀ Ȃΐᵣ ҈׆’ Ȃ ᾢ ₯ ≠

ľḤᴋ Ŀ ⱴ ⱴ ⱬ ̆ ₯ ≠ ҙ └ ӎ Ḥᴋ

Ȃ ₯ ╠ ῀ῤ ̆  SCADA ԅ

ľ ῏ Ŀ̆פ ̆ ῃ Ả ̕ ̆ Ḥ ̆

₯ ≠ ῏  (BGP) Ḥᴋ ̆ └῏ ̆ ῃ ԑ

ԅ ῤ  IP Ẋ Ḥ Ȃ Ҍֽ ԅ DDoS ≢ ̆ ׆ ҉

ῤ ▫ ₮ ԑ ̆℗ ԅ Ḥ ̕ ̆

ῤ ̆ ₯ ≠ ԅ ᴆᶫ Ҭ Ȃ ֓

ᴆҬ ̆  (RF) Ḥ ̆

῏ ľ Ŀ Ȃ 
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̆2025 11 ѿ ѿ ľ ĿԊᴆȂ

№ ҈ҩ № Ữ ̂ ↓̃Ȃῒ ᶏ ԅѿ

ԍ Erlang └  SCADA ῏Ȃ ₯ ԅῈ  IP ̆

 Web ̆ Ғ  Banner ̆ ᵝ  Erlang  SSH Ⱶ Ȃ

₯ ≠  CVE -2025 -32433 ≠ ̆  12 ῏ ԅ └ Ȃֽ

 3 ̆ῃ ῏ ̆  root  Shell Ȃ ₯ Ҋ ̆פ ԅ

↓ ľ ᾟḠ ṿĿ̆ └ ῃⱳ ᾟ ȂԊ Ҥ Ȃ ᾢ

̆ ԍḠ └ ̆ң Ữ Ҥ ̆ ̕ῒ

ꜚ̔ҹԅ ̆ ℗ ̆  4 ҆ Ả  6 

̕ Ԋ ῒ ̆ ҹ ף ֽ ԍῤ Ҭ̆ F̂ileless 

Malware ̃̆ ∆ ֲ ҹ ᴆ ̆ ⌠ Ҭ ԅ

 SSH Ȃ 

̆ ₯ Ԉ ԅ Ȃ ₯ ľ׆ Ŀ

ԅľ≠ ᶫ └ ҕ ĿȂ ῃ Ҥ ᶭ ῒᶫ

‪ ҍ ₯ Ȃ 

2.6  ⱴ ֜ ₯Ҍ ₮  

2025 Bybit ֜ ᶛ̆ ₮ ⱴ ֜

₯ ԅ Ȃ ₯ ̆≠ ῃ

 Web2 ҍֲ Ȃ 

2025  2 ̆Bybit ֜  Lazarus ₯̆  15 ַ ᾝȂҌ ԍᴰ

̆ ₯ ԅѿ ⅞ ᴪ ₯̆ ԅ  
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Safe{Wallet} ╠ ᶭ ѿҩ UI ̆ ғᶏ ԅ ῒ ╠ Ȃ 

₯ ᴺ Ὲ ֲ ̆ Ḥᴋ̆ ץ

ľ ᵝ ף Ŀҹ ̆ Ҋ ̆

ף Ḃ ῒ SSH ҍ GitHub ₡ ̆ᶏ ľ Ŀ ᴍ̆

Ҍ Ҍ ף ד ֜ԅ  UI ̆׆ ԅᶫ Ȃ

ף ≠  JavaScript ꜚ ̆Hook ̂ ̃ԅ֜ ₱ Ȃ

̆ ῤ Ҭ ԅ֜ Ȃ ѿ ̆

ѿ └ └  DOM ̆ ҉ľ Ŀ ῤ ‛ Ȃ  

Bybit ῤ ᵬ ̆  UI ╠ ԅ Ȃ

⌠ ľ  10 ETH ⌠ Ŀ̆ᵖ T̂ransaction Hash ̃

҉ ľ ῃ  ETH ⌠ ĿȂ 

ҩԊᴆ ץ ⌠̆ ₯ ҌῬ ‛ ̆ ҹ ̆

╠ ⌠ԅף ̆ ₯ ⌠ Ȃ ₯ΐ ᴟ

Ȃ ף ῀ԅ̆ ֜ ᴆ Ȃ 

҈   ’  

ҍ ∞ ᵀ ῃ ’ ѿҩ ̆ Ḥ

,  2025 ԅῃ ᵝ № ,Ҋ

ל ׆̆ ҩ Ҭ ץ ₮̆ ̆CNVD ᵣ ҉ Ȃל

ῒ 2018 2021 ӊ ̆ ⱴȂ2025 ̆ ₮ ԅ҉

̆AI ꜚ ꜚ Ṑ ̆ ȁ ῐ ᵣ

Ỳ ԅ ̆ ᶫ ₯ ↕ ᴰ ᴆ ᴆ Ȃ ῏
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2  2025 ≢ ( ԍ CNVD 2026.1)  

№ 2024 ⌠ 2025 ̆ᵞ ᶛ҉׆ 4.20% ҉

⌠ԅ 5.65% ̆ ֟ ҍ ȂҬ ᶛ↕׆ 48.86%

45.47% ̆ ῃⱴ ҍ ∆ Ȃ ԍ ׆↕̆ 46.94% ҉

48.88% ̆ ⱴ ̆ᶫ ҍ ᴆ Ȃ 

3.2   

 2025  1-12 ̆ №ҹӜ ̔№≢

WEB ȁ ȁ ȁ ᵬ ȁ ȁ ҙ └ ȁ ȁ ῃ֟

ȁ ȂῒҬ WEB 38.70% ̆ 27.90% ̆

19.10% ̆ ᵬ 5.50% ̆ 4.20% ̆ ҙ └ 2.80% ̆

1.10% ̆ ῃ֟ 0.80% ̆ 0.01% Ȃ 

48.88%

45.47%

5.65%

0.00% 10.00% 20.00% 30.00% 40.00% 50.00% 60.00%

高危

中危

低危

2025年收录漏洞威胁级别统计图
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3  2025 ( ԍ CNVD 2026.1)  

2025 ̆ ₯ ᴰ׆ ҍ῏ ҙⱵ

̆ ₮ľ ȁ Ŀ Ȃ 

ԍ Ȃ ׆ 13.80% ҉

19.10% ̆ 5.3ҩ № ̆ ῒ ҹ ₯ ῤ Ȃ ̆ ῏

ҙⱵ Ӟ׆ 24.50% ҉ 27.90% Ȃ ҙ ҹ

Ȃ ҙ └ ׆ 1.90% ҉ 2.80% ̆ ҍ ῏ יּ

₯ ל ̆ ₯ ᵈȂᴰ ₯ Ҋ ᵖ

Ȃ WEB ׆ 48.10% Ҋ 38.70% ̆ᵖ API ҹҺ

̆ῒ Ҭȁ Ȃ ׆ 5.00% 4.20% ̆

∆ ҍ Ȃῒז ̆ ᵬ ׆ 4.00% 5.50% ҉ ̆ ȁ

ῃ֟ ₮ Ҋ Ȃ 

҉ץ ̆ ⱴ ᶏ ₯ ⱬ

ҙ └ ̆ ῃ Һ ȁ ῏ Ȃ 

0%

5%

10%

15%

20%

25%

30%

35%

40%

45%

2 0 2 5

� u � † � Q � ¦ � • � * 
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̆ ῐ ̆ᵖᵬҹľ ꜚ Ŀ̆ῒ Ҍ

Ȃ ֟ҙ̆ ᴰ׆ ₮ ΐ ԅ ѿף ꜚ

Ҭ ԑ Ⱶ⇔ ̆ ҹ ֟ҙ ȁ֜

ȁ Ȃ ̆ Ḥ ῃ ̆ῃⱬ

֟ҙ ῃ ᵣ ̆ҹ ֜ ᴑҙⱬ Ȃ 

3.3  ֟  

 2025  1-12 ֟ ̆ 56.10% ̆

ᵝ̆ ῒ ῀ 30.70% ̆ᵝ ԋ̆

ᴆ 10.60% ̆ᵝ ҈Ȃ ȁῒז ȁ Ԉ ᴆ

№≢ 2.10% ȁ0.40% ȁ0.10% ȁ0.01% Ȃ 

 

4  2025 ֟ ̂ ԍ CNVD 2026.1 ̃ 

׆ ֟ № ̆ 56.10%  67.70% ׆ ̆

ׅᵝ ᵝ̆ᵖ ₮ᴑҙ ֟ ῃ ̕ ῀

0%

10%

20%

30%

40%

50%

60%

2025年漏洞产生原因统计
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30.70%  26.20% ׆ ̆↕ᵣ ₮ ₯ ῀

̆ ῏ ѿ € ̕ ᴆ ׆  3.50%  10.60% ̆

�ÈB$

�ÈB$

 �ÈB$ 

 

26.20% 

�ÈB$

�ÈB$
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ḱ ׆ 8.30% ⌠ 11.50% ̆ҍ AI ₯ ȁIoT ԍ DDoS 

ל ̆ ῒז ҹ  0.10% Ȃ  AI ⱴ ȁ

ֲҍ ᵣ ῃ € ȁ IoT ҍᶫ ῃ ⱴ▲ ̆ל 2026 ᴑҙ

ȁ ȁ DDoS ҍ ῃ ̆  AI ֜

ԑҍ ῃ ̆ ₯ ҍ֜ԑ Ȃ 

̆ Ḥ ῃ № ץ № └ῃ ̆

↕ҍ ̆ ≢ ̆ № ̆ ̆

̆ Ḡᴑҙ ῃ ᶏ Ȃ Ḥ API ῃ ↕ ץ

API ȁ └ҍ ȁAPI ᴰ ῤ ≢ȁ ҍ

└ ̆ꜛⱬᴑҙ ֟№ ץ ̆

ῃ Ȃ 

3.5  ҙ  

 2025  1-12 ҙ ̆2025 ѿ῍ ԅ Ḥ ҙ 2328 ҩ̆

ꜚԑ ҙ 521 ҩ̆ ҙ 469 ҩȂ 
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6  2025 ҙ ̂ CNVD 2026.1 ̃ 

2025 ל ̆ ₯ ᴪ Ȃ

Ḥ ҙ ῒ ᵝ̆ ҹ ҍ ῏ ̕ ꜚԑ

₯ ↕ ῀ ҍᶫ ̆≠ AI ҍ

̆ ҹԅ AI ꜚ ᵬ Ӟ ᴪ ῃ ₯ ̕

̆ ₮ ȁ└ ῏ ҳ ȁ׆ יּ ҹ

Ȃ 

3.6  ḱ ’  

 2025  1-12 ḱ ’ ̆ ╠↓ ҍῒḱ

Ҋ ̆ῒҬ AppleȁOracleȁAdobe ȁIBM ȁCisco ḱ ҹ 100% ̆ῒᵩ Ҭ

LinuxȁIntelȁMicrosoftȁGoogle ȁWordPress ȁ ȁ ̆ ḱ №≢ҹ

99.85% ȁ99.63% ȁ99.42% ȁ96.67% ȁ71.47% ȁ13.09% ȁ7.53% Ȃ 

1677

990

402

2328

521 469

0

500

1000

1500

2000

2500

电信 移动互联网 工控

2025年行业漏洞收录统计

2024 2025
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7  2025 ḱ ’ ̂ CNVD 2026.1 ̃
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8  2025 ל ̂ CNVD 2026.1 ̃ 

2025 ’ ԅ ῃ ҍ Ȃ ҙ ל ̆

ҍ ̆ҍ ₯ Ṣꜛ AI ᵞ ₯ ȁ  API ҍ

ֲ ₯ ל ̆ ᵞ ↕ ₮ ȁᶫ

Ҍ Ȃ 2026 ̆ᴑҙ ץ ҹ ̆ѿ  

AI ꜚ ҍ ⱬ̆ └̆ ѿ

ᵈ  LLM ȁAPIȁ ᴆᶫ ῃ ̆ API ῃ

ῃ ҍ ᵣ֜ԑ ῃ ץ̆ ҍ ₯ ̆ ᾧ AI 

ȁ Ȃ 

  ≠ ’ 

ῃ № , ױ ԅ 2025 ╠ 100 ҩ ≠

№ Ȃ № Һ ׆ ȁ ֟ ȁ ץ EXP Ὲ ’

4 ҩ Ȃ ̆ ╠҈ҹ MicrosoftȁGoogle ȁCiscŏ ₯

0

2000

4000
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8000

10000

12000

高危 中危 低危

2025年漏洞增长趋势统计

2024 2025
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ᴆ ץ ₯Ȃ 

№Έ ̆ ᵬ ҍ ᴆ ̆ ҍ Ⱶ ᴆȁWeb ҍ

ӊ̆ ₯ ẁ Ȃ 

Ҭ̆ ῀ Ҍ ̆ ↓ ҌḤᴋ ̆ ᵞ

AI Ҋⱴ▲ ῃ Ȃ 

EXP Ὲ 57% ȁ Ὲ 43% ̆ Ὲ ҉ ᵣ ₯ ĂI

ᵞῒ Ὲ EXP ᶭ Ȃ 

2025 € ῃ Ҥל ᴑҙ ̆ ҍ

̆ꜛⱬᴑҙ Һꜚ ᵣ Ȃ 

4.1  № ’  

2025 ≠ ╠ 100 ᶛ ’ ̆╠҈ №≢

MicrosoftȁGoogle ȁCiscoȂῒҬ Microsoft ֟ ⌠ 13% ̆Google ҹ 7% ̆

Cisco ҹ 5% Ȃ 

 

3%

3%

3%

3%

3%

4%

5%

7%

13%

0% 5% 10% 15%

Dassault

CrushFTP

WatchGuard

Oracle

Fortinet

Gladinet

Cisco

Google

Microsoft

漏洞厂商分布图
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9  № ( ԍ cybersecurity-help) 

2025 ≠ ̆MicrosoftȁGoogle ȁCisco ҈ ᵝ↓

╠҈ Ȃ ₯ ԍ ľ ᴆĿȂ ֓

ᵬ ȁ ȁԐ Ⱶ ԅῃ ̆ Ȃ

̆ ױ ≠ ҹ ₯ ῀֟₮ ̆ ₯ Ȃ

Ҭ̆ Ҍ ᴆ ԇ ≢ ᴨᾢ

Ȃ 

4.2  ֟ №  

2025 ≠ ╠ 100 ᶛ ֟ ’ ̆ ֟

№ҹΈ ̔№≢ ᵬ ҍ ᴆȁ ҍ Ⱶ ᴆȁWeb ҍ ȁ

ҍ ΐȁ ᴆҍ ῀ ץ ῒז ᴆȂῒҬ ҹ ᵬ ҍ ᴆ

31% ȁ ҍ Ⱶ ᴆ 25% ȁWeb ҍ 18% ȁῒז ᴆ 12% ȁ ᴆҍ ῀

10% ȁ ҍ ΐ 4% Ȃ 

 

4%

10%

12%

18%

25%

31%

0% 5% 10% 15% 20% 25% 30% 35%

数据库与开发工具

硬件与嵌入式系统

其他软件

Web应用与框架

网络与服务器软件

操作系统与系统软件

TOP100 漏洞影响平台分类
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10  TOP100 № ( ԍ cybersecurity-help) 

2025 ̆ ₯ ԅ Ȃ׆ ̆ ѿ

ԍ҈ҩ῏ Ȃ ᾢ̆ ῒ╠ ̆ ҹ ҩᴑҙ

̆ ѿ ᴇṿṐ Ȃῒ ̆ Web 18% ̆ᵖῒҬ

ԅ React 19 Server Components ̂CVE -2025 -55182 ̆CVSS 10.0̃ ᶫ ≢

̆ ѿ ҆ Ȃ ҈̆ ᴆҍ ῀ ֽ 10% ̆ᵖ ѿ֓

̆ῒ ᵝ ᶏῒ ҹ APT ₯ ᴨᾢ Ȃ 

ԍ̆ ᵣ ľ׆ ҀĿ ľ ҍ ᵬ

Ŀẁ ̆ ῒ ⱴ ҍ ̆ ҹ ֓ ѿ

̆ Ȃ 

4.3  ’  

2025 ≠ ╠ 100 ᶛ ’ ̆ῒҬ ῀ Ҍ ̂CWE -

20̃ ץ̆ 10% ᵝ ᵝ̆ ↓ ҌḤᴋ ĈWE -502̃ 7% ̆

̂CWE -22̃ 5% ̆ Ώ῀̂CWE -787̃ 5% ̆ ̂CWE -862̃ 5% ̆

ף ῀̂CWE -94̃ 4% ̆ ᵬ פ ῀̂CWE -78̃ 4% ̆ῒᵩҹ

ῒז Ȃ 
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11  TOP100 ’( ԍ cybersecurity-help) 

2025 ≠ № ̆ ╠ ₯ ℗῀ ׅ ԍ

ῃ ̆ ῀ Ҍ ̂ CWE ᵝ 10% ץ20̃- ᵝ̆ ↓ ҌḤᴋ ȁ

ᴰ Ӟ ᶛ̆ ҍ  ľ ≠ Ŀ ₯

Ȃ ῍ ԍ≠ ᵞȁ ₯ ̆ ԅ  AI Ҋ ₯

̔  AI ῀ Ҍ Ώ≠ ̆ ↓

ҹ ꜚ ₯ ΐ̆ ҹ  APT ҍּי ᴩ ∆ ῀᷅

Ȃ Ӟ ₮ᴑҙ ῃ ̆ Ҍ Ҁ ȁ └

ҹ ȁ ꜚ ⱬ̆ Ḃ ᵌ ᴰ ̆Ӟ ץ  AI ⱴ

Ҋ ȁ ₯Ȃ 

 MITRE ׂ Ὲ Ҭ 39080 № ₮

CWE TOP 25 ҊȂ 

4%

4%

5%

5%

5%

7%

10%

0% 2% 4% 6% 8% 10% 12%

操作系统命令注入

代码注入

缺少授权

越界写入

路径遍历

反序列化不信任数据

输入验证不当

TOP100漏洞类型统计
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 ID  KEV  

ҍ 2024

 

1 CWE -79  7 0 

2 CWE -89 SQL ῀ 4 1 

3 CWE -352 ᴺ  (CSRF) 0 1 

4 CWE -862  0 5 

5 CWE -787 Ώ῀ 12 -3 

6 CWE -22  10 -1 

7 CWE -416 ᶏ  14 1 

8 CWE -125  3 -2 

9 CWE -78 OS פ ῀ 20 -2 

10 CWE ף 94- ῀ 7 1 

11 CWE -120 ῖ ‖ ₮ 0  

12 CWE -434 ᴆ҉ᴰ 4 -2 

13 CWE -476 NULL  0 8 

14 CWE -121 ₮ 4  

15 CWE -502 ↓  11 1 

16 CWE -122 ₮ 6  

17 CWE -863  4 1 

18 CWE -20 ῀ Ҍ  2 -6 

19 CWE -284 └Ҍ  1  

20 CWE -200 Ḥ  1 -3 
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21 CWE -306 ῏ ⱳ ᴍ  11 4 

22 CWE -918 

Ⱶ ᴺ

̂SSRF ̃ 

0 -3 

23 CWE פ 77- ῀ 2 -10 

24 CWE -639  0 6 

25 CWE -770  0 1 

1  CVE TOP 25 ( ԍ MITRE)  

ҍ ₃ ѿ ̆CWE № ׂ ₮̆╠ 25

ῤ ῃȁ └̆ ׂ ҉̆ ₃ ҍ

̆ῒҬ ῃ ῀╠ 25 Ȃ 

̔ 

̂1̃CWE -862̔ ׆̆  9 ᵝ҉  4 ᵝ̕ 

̂2̃CWE -476̔NULL ̆׆  21 ᵝ҉  13 ᵝ̕ 

̂3̃CWE -306̔ ῏ ⱳ ᴍ ׆̆  25 ᵝ҉  21 ᵝ̕ 

Ҋ ̔ 

̂1̃CWE -787̔ Ώ῀̆׆  2 ᵝҊ  5 ᵝ̕ 

̂2̃CWE -20̔ ῀ Ҍ ׆̆  12 ᵝ  18 ᵝ̕ 

̂3̃CWE -200̔Ḥ ׆̆  17 ᵝ  20 ᵝ̕ 

̂4̃CWE -918̔ Ⱶ ᴺ ̂SSRF ̃̆ ׆  19 ᵝ  22 ᵝ̕ 

̂5̃CWE -77̔ פ ׆̆῀  13 ᵝ  23 ᵝ̕ 

Top 25 Ҭ ῀ ̔ 

̂1̃CWE -120̔ ῖ ‖ ₮̆  11 ᵝ̆ ╠ ҉ ̕ 



                                                                   Ḥ  ῃҕ  

Ḥ  Щ Ḥ Ḡ ѿ℗ ≠  29 / 51 

 

̂2̃CWE -121̔ ₮̆  14 ᵝ̆ӊ╠ ҉ ̕ 

̂3̃CWE -122̔ ₮̆  16 ᵝ̆ӊ╠ ҉ ̕ 

̂4̃CWE -284̔ └Ҍ ̆  19 ᵝ̆ӊ╠ ҉ ̕ 

̂5̃CWE -639̔ ׆̆  30 ᵝ҉  24 ᵝ̕ 

̂6̃CWE -770̔ ׆̆  26 ᵝ҉  25 ᵝ̕ 

׆ Top 25 Ҭ ̔ 

̂1̃CWE -269̔ Ҍ ׆̆  15 ᵝҊ  29 ᵝ̆Ҋ  14 ᵝ̕ 

̂2̃CWE -190̔ ׆̆₮  23 ᵝҊ  30 ᵝ̆Ҋ  7 ᵝ̕ 

̂3̃CWE -287̔ ᴍ Ҍ ׆̆  14 ᵝҊ  31 ᵝ̆Ҋ  17 ᵝ̕ 

̂4̃CWE -400̔Ҍ └ ׆̆  24 ᵝ  32 ᵝ̆Ҋ  8 ᵝ̕ 

̂5̃CWE -798̔ ₡ ׆̆  22 ᵝ  35 ᵝ̆Ҋ  13 ᵝ̕ 

̂6̃CWE -119̔ ‖ ׆̆₮  20 ᵝ  39 ᵝ̆Ҋ  19 ᵝ̕ 

4.4  EXP Ὲ ’  

2025 ≠ ╠ 100 ᶛ EXP Ὲ ’ ̆ῒҬῈ EXP ̆

57% ̆ Ὲ EXP ҹ 43% Ȃ 
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12  TOP100 EXP Ὲ ’ ’( ԍ cybersecurity-help) 

≠ 2025 ׆ ╠ 100 ᶛ EXP Ὲ ’ ̆Ὲ  EXP 

҉׆  72%  57% ̆ Ὲ ׆↕  28%  43% Ȃ ╠ ≠  ľ

Ŀľ Ŀ ̆ל Ὲ  EXP ̆ ₯ ̂ ῒ  APT ȁ

יּ ᴩ̃ ≠ ┴ ̆ ԍץ Ὲ  EXP ץ ₯

̆ ׂ ₯ ẁ ԍ  EXP ᵬҹ Ғ ̆ ԍ ῏ ȁ

ᴑ ᴇṿ ץ̆₯ Ὲ ↕

Ȃ 

ҍ ̆AI ꜚ ҍ ₯ ꜚ ̆ ₯ ᶭ Ὲ ῍֣̆

└  EXP ‰ ₯̆ ѿ ꜛ ԅ Ὲ  EXP Ȃ

ל ᴑҙ ᵣ ₮ ̔ ᶭ Ὲ ꜚ ҹץ

̆ ֟ῃ ȁ ҹ ∞ȁ ꜚ Һꜚ ̆

‖₯Ȃ 

57%

43%

TOP100 EXP 公开情况概况

公开

未公开
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ԓ   ṿ ῏ TOP10 ’ 

2025 ̆ Ḥ ῃ ̆ל № ҆

Ȃ Ḥ ҍ ∞̆ ⱳ ꜛ ԅ

ῃԊᴆȂ ԍ ȁ ̆

ԅ ΐף ̆ΐᵣ№ ’ Ҋ: 

5.1  TOP10  

ῤ Ḥ 2025 Ḥ ̆ ≠ ȁ

≠ ⱳ ȁ ̆ ₮ ╠ Ȃ 

 

   

NO.1  CVE -2025 -55182  

React Ⱶ ᴆ

ף

̂React2Shell̃ 

React Ⱶ ᴆ Flight

↓ ̆

₯ └

ף Ȃ 

NO.2  CVE -2025 -33073  

Windows SMB

 

Windows SMB Ҭ

̆ ₯ DNS

NTLM Ḡ ̆

҉ SYSTEM

Ȃ 

NO.3  CVE -2025 -59287  

Microsoft WSUS

↓  

Microsoft WSUS

�Z
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ⱴ Cookie ץ

SYSTEM ף Ȃ 

NO.4  

CVE -2025 -49844

̂RediShell̃  

Redis Lua

UAF

ף  

Redis Lua UAF

̆ ₯

Ⱶ ҉ ᴋ ף Ȃ 

NO.5  CVE -2025 -32463  

Sudo

Ҍ

 

Sudo -R

̆ ⇔ ᴺ

ᴆⱴ ׆̆

root Ȃ 

NO.6  

CVE -2025 -49704  

CVE -2025 -49706  

CVE -2025 -53770  

CVE -2025 -53771  

Microsoft 

SharePoint 

ToolShell ≠

 

SharePoint Ҭ ҩ ̂

↓ ҍ ̃̆ ₯

≠ ֓ ҉ᴰ

WebShell ᴋ ף Ȃ 

NO.7  CVE -2025 -1974  

Kubernetes Ingress 

NGINX ‰῀ └

ף  

‰῀ └  Ingress 

̆  NGINX פ

Ȃ ₯  Webhook 

ᴺ ף

׆̆ └  Pod 

≠ ₡ ҩ  

Kubernetes Ȃ 

NO.8  CVE -2025 -3248  

Langflow ף

ף ῀

Langflow ף ӎ

ᴍ ̆ ₯
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 └ ᴋ ף Ȃ 

NO.9  

CVE -2025 -55177  

CVE -2025 -43300  

WhatsApp

₯ ≠  

₯ WhatsApp

ⱴ Ἕ̆≠

Apple Image I/O ₯

ף Ȃ 

NO.10  CVE -2025 -8088  

WinRAR

 

WinRAR

̆ ₯

ᴆ ꜚ

̆ ף Ȃ 

2  TOP10  

5.2  TOP10  

ѿȁ React Ⱶ ᴆ ף ̂React2Shell̃ 

̔ ף  

̔CVE -2025 -55182  

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H 

№̔10.0 

̔2025 -12-04 

̔ ῃ ҹľReact2ShellĿ̆ ѿҩᵝԍ`react-server` Ҭ

Ҥ ↓ Ȃ ԍ React Flight Ȃ 

ᶏ Next.js App Router ⌠ ̂ POST ̃̆ Ⱶ

ᵣҬ ↓ ץ Server Actions ᴆ Ȃ ԍ
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`react-server` Ҭ ῀ Ҥ ̆ ₯

ץ ѿҩ └ Payload Ȃ ֓ ≠ ԅ JavaScript

└̂Prototype Pollutioñ ̆ ῀ ̂ `__proto__` ῤ

̃̆ ₯ Ⱶ ῃ Ȃ 
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҈ȁMicrosoft WSUS ↓  

̔ ף  

̔CVE -2025 -59287  

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H 

№̔9.8 

̔2025 -10-27 

̔WSUS ̂Windows Server Update Services ̆Windows Ⱶ Ⱶ̃

ᶫ ѿ Ⱶ ̆ ԍ ᴑҙῤ Ҭ Ҭ ȁ№ Windows

ᵬ ῒז ֟ Ȃ 

ԍ EncryptionHelper.DecryptData() ᶏ BinaryFormatter

AuthorizationCookie ԅҌ ῃ ↓ ̆ ᴍ ₯

ץ GetCookie() ⱴ Cookie ≠ ׆̆ ᾛ ₯ ץ

SYSTEM ף Ȃ 

 

ȁRedis Lua UAF ף  

̔ ף  

̔CVE -2025 -49844  

CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H 

№̔9.9 

̔2025 -11-03 

̔Redis ѿҩ ῤ ṿ ̆ ӄ ⌠ Ȃῒ

ԍ ȁ ↓ȁᴪ Ữ ̆ ԑ Ὲ ᴑҙ Ҭ ᵝȂ 
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̔ ↓ Ҍ ῃ  

̔CVE -2025 -49704 ȁCVE -2025 -49706ȁCVE -2025 -53770 ȁCVE -2025 -53771  

CVSS: 3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H 

№̔9.8 

̔2025 -07-20 

̔Microsoft SharePoint Ὲ ᴑҙ ᵬ ̆

ԍᴑҙῤ ῍֣ȁ ᵬȁ ᵬ Ȃᵬҹ Office 365

SharePoint Server ᴆ̆SharePoint ῃ ᴑҙ ᵝ̆ҹ

҆ ᶫ ȁ↓ ȁ ⱳ Ȃ 

CVE -2025 -49704 ԍ Microsoft SharePoint XML ῤ Ҍ ↓

̆ ᴍ ₯ ҉ᴰ WebShell ̆ ⱴ ̆

Ⱶ ҉ ᴋ ף Ȃ 

CVE -2025 -49706 Microsoft SharePoint Ҭ ᴍ ̆ ᴍ

₯ ᴺ Referer /ToolPane.aspx POST

̆ᶏ Ⱶ ҹץ ῤ ׆̆ ᴍ ̆ ᾛ

₯ ⱳ Ȃ 

CVE -2025 -53770 CVE -2025 -49704 Ҁ ̆CVE -2025 -53771 CVE -2025 -

49706 Ҁ Ȃ ֓ Pwn2Own Berlin 2025 ̆ ≠ ֓

ToolShell ≠ Ȃ 

 

҂ȁKubernetes Ingress NGINX ‰῀ └ ף  

̔ ף  



                                                                   Ḥ  ῃҕ  

Ḥ  Щ Ḥ Ḡ ѿ℗ ≠  38 / 51 

 

̔CVE -2025 -1974  

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H 

№̔9.8 

̔2025 -03-25 

̔Ingress Kubernetes ᴰ ⱳ ̆ ԍ ᵬ Pod Ὲ ץ̆

Ḃ ױ ᵬ ȂIngress-nginx Kubernetes ᶫ ᴆ῀ └ Ȃ ԍῒ

ⱳ ̆ 40% Kubernetes Ҭ ԅ Ingress-nginxȂ 

‰῀ └  Ingress ̆  NGINX פ Ȃ ₯

 Webhook ᴺ ף ׆̆ └  Pod ≠

₡ ҩ Kubernetes Ȃ 

 

ῇȁLangflow ף ף ῀  

̔ ף  

̔CVE -2025 -3248  

CVSS: 3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H 

№̔9.8 

̔2025 -04-08 

̔Langflow ѿ ԍ ף  RAG ̂ ̃

ᵞף Ȃ  
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 Python ף  HTTP POST Ȃ ԍ Ҍ ῃ  

exec() ₱  compile() ₱ ֜  Python ף ̂  

Python ̃̆ ₯ Ⱶ ᵬ ҉Ҋ

Ҭ ᴋ  Ȃפ

 

Ӝȁ WhatsApp ₯ ≠  

̔ Ώ῀ҍ  

̔CVE -2025 -55177 ȁCVE -2025 -43300  

CVSS: 3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H 

№̔9.8 

̔2025 -08-29 

̔WhatsApp ῃ ᶏ ⌠ ⱴ Ȃ ңҩ῏

CVE ₯≠ ̔WhatsApp CVE -2025 -55177 iOS/macOS CVE -

2025 -43300ȂCVE -2025 -55177 ԍ WhatsApp Ҍ Ȃ ₯

֜ԑ̆ ̆ ᴋ׆ URL ῤ Ȃ
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№̔8.8 

̔2025 -08-12 

̔WinRAR ѿ ᴆ ᴆ̆ RARLAB Ȃ

̆ RAR ȁZIPȁISO ȂWinRAR ῃ ῤ ̆

Windows ҉ ᴆӊѿȂ 

WinRAR 7.13 ӊ╠ Ҭ̆ ԍῒ ῤ ᴆ └ ̆

ᴆ ̆ ᶏ ῤ ̆

Ȃ ῀ ̂ ..\̃ ̆ ₯ ᶏ ᴆ

ꜚ ῒז ᵝ ̆ ף Ȃ 

 

Έ   2026  

2026 ̆ῃ ׅ Ḡ ᴪ₮ ѿ ȂḠ

Һ ᶭ ̆ ῃ ̆ ᵬҹѿ ꜛ
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ⱴ ‰ Ȃ AI ⱬҍ ̂ ̃ ѿ ̆ ѿ ᴪ

ѿ ⱴ Ȃ 

ᶫ Ⱶ̆ ̆ ῃ ̆ῒ ҹ

₯ Ȃ 

6.1  ľ Ŀ ῃ Ҍ ᾧ  

ᴆ ̆AI ꜚ ῀ѿҩῃ Ȃף 2024 ̆

Ṣꜛ ף ⱬ̆ ῒ ₱ ף ꜚ ⌠ Ҭ̆

∆ ꜛ Ȃ ѿ AI ׅ̆Ả ȁ ף ҍ Ȃ 

῀ 2025 ̆ ľ Ŀ └ ĂI ⱬ ̆

ꜚ Vibe Coding Ȃ ѿ Ҋ̆ Ώף

̆ ̂ Ҭ ȁ ̃ AI ₮ ᶭ̆פ VS Code ȁ

Cursor ̆ ꜚ ȁ ̆ ₮ ᴆ֟ Ȃ

Ṣꜛ ҉Ҋ ҍ ⱬ̆Vibe Coding ᴆ ̆

Ҍֽֽ Ώ Ȃ ̆ ԅ ץ̆

ᴋⱵ̆ ׂ ₃№ ῤ ‗Ȃ 

Stack Overflow ԍ 2025 11 ȇ2025 Ȉ ̆῍

177 ҩ 49,000 ҍ̆ 314 ῏ Ȃ ₮̆2025

84% ᶏ ֲ ΐȂ 

GitHub Copilot  GitHub ҍ OpenAI ῍ ֲ ꜛ ̆

ᶫ ף ῃҍ ̆ ꜛ Ȃ № ף ӟ

̆ ⌠ VS Code ȁVisual StudioȁJetBrains IDEs Һ Ҭ̆



                                                                   Ḥ  ῃҕ  

Ḥ  
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Ҭ Ȃץ≠ ᶫ ̆ Ȃ  Next.jsȁNuxtȁ

Spring ῃ ̆ ↓ ȁ ҹ Ȃ

2026 ̆ ԍᶫ ₯ׅ ᴆ֟ҙ Ҥ ̆ ῏ ┴

ᴆ ᶫ ₯̆ ᶫ ҹ ῃ Ȃ 

6.3  AI ҍ≠ ѿ  

2025 ’ ̆AI ᵞԅ ₯ ̆ᶏ ҍ≠

ҹḂ ̆ 2026 ∆̆≠ AI ҍ≠ ׆ ԅ №

̆ᵖң ̆ ҹ ῀ ҙ ̆ ꜚ

Ώ ≠ ׅ ԍľֲ Ŀ ̂ CTF ȁ ̃ Ȃ 

ҙ ȂAI ҌῬֽֽ ꜛ̆Google OSS -

Fuzz ꜚ ᶛ̆ ᴰ Ȃ2025 ∆̆

Google AI AgentľBig SleepĿ ⱳ SQLite Ҭ ῃ Һ ԅ 0-day

̆ AI ҉ Ȃ ≠ ̆ ╠ AI ⌠ľѿ Ŀ

ȂAI POC ̆ᵖ ȁ ≠

ׅ̆ ֲ  Ȃ῀׃

ױ ң׆ץ AI ԍ ≠ ꜛȂ ѿ ꜛ ῃ ̆ᶏ

AI ⱬ̆ ꜛ ף ȁ≠ Ώ̆ ץ ֲ Ȃ

ⱬ ̆‰ ȁ ᴪ ѿ Ȃ ԋ ̆ᶏ AI ῃ ꜚ

̆ № ῃ֟ ΐ ῏ ⱬ̆ Ҍ ̆ ῏ ⱬל Ȃ

῏ԍ AI ꜚ ≠ ̆ ԍ ≠ ȁ ӎ ̆↕

Ȃ 
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6.4  ҹ ₯  

2025 ’ ₮̆ ῐ Ӟ ҹԅ ῃ Ȃ

ῒ ᵣ ѿҩ ῐ ₯ ̆҉ ҳ ῀ȁ AI ₮

Ҍ ̆ ԍ AI ̕ ↕ᶭ ȁ

פ ᴰ Ȃ׆ ҉ ̆AI ῒ ᴆ ῏ ѿ ҉ Ȃ

ԍ ѿ ᾟ№ ̆ ῃᵣ ԍ ̆ṿ ῃ ֲ ῏ ҍ

῀̆ Ӟѿ ῃ ֲ ѿҩҺ Ȃ 

בֹּ ₮ ԓ № AI ̆ AI ̆ №ץ ̔ ȁ ȁ

ȁ ȁ ῍ ԓҩ ̆ ץ ҩ ῒ ῃ ̆Ӟ

ṿ ῏ ῃ Ȃ ױ ҍ ̆ ҉ ҈ ῃ ץ̆

Ҋ ѿ֓ ᶫ ֲ Ȃ 

 

  ῖ ᶛ 

 

ԓ ̆ ҉

̆

Ҋ

̆ҹ

ᶫ Ⱶ

Ȃ 

ҍ

ᴰ Ȃ

̔ ῀ȁ

Ҍ ῃ ᴆҍ

ΐ ȁ ₮

Ҍ ȁ Ḥ

ȁ Ⱶ
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Ȃᴰ ῃ

̆ Ȃ 

 

׆̆

҉ ̆AI

ѿҩ

₱ ̆

ֲ

Ȃ

ⱳ ̆

ף ₃

Ӎ ԍ  

Transformer 

Ȃ 

ῃ

̆ ҍ

ȁ ᴆ

ȁ

ȁ Ȃ 

Nightshade ( ₯ /

)̔ ҹԅ  AI Ὲ

ᵬ ̆ ⱴ ԅ  

Nightshade ΐȂ Ἕ

Ҍ ̂ ⱴ

ꜚ̃̆  AI ֟

ӰȂ ѿҩ ᶏ ԅ

 Nightshade ľ Ŀ

̆ ᴪ

ľ Ŀ ≢ ľ Ŀ ľ

ĿȂ ҉ ѿ Ȃ

₯ ԅ ̆ Ҭ

̆₮ Ȃ 

 

҈ ̆ҹ

ᶫ

̆ Ⱶ

ȁ

ȁ HTTP

Ⱶ ̆ҍᴰ

ҹᴰ Ȃ

̔ פ ȁ

XSS ȁ ȁ

ȁף

ȁ ᴆ

Ȃ 

Ollama RCE ̂CVE -2024 -37032 ̃̔

ѿҩ ῖ Ȃ Ollama 

ᾛ ԑ׆ ̆ ₯

ԅѿҩ  HTTP ̆  

Ollama  APĬᶏῒҌֽҊ

̆ ҉ ᴋ ᴆȂ

ḱ ̆ᵖ  2025 ∆
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Ȃ 

Ҭ̆ῃ ׅ  

Ollama Ὲ ̆ ҹὅ

Ȃ 

 

Ҍ῏ № ̆ᵖ №ׅ ̆ғҌ Ȃ 

 

3  AIԓ №  

҂    

2025 ῃ №ל ̆ AI ꜚҊ ȁᶫ

₯ҍ ῃ ̆ ᶛ ҉ ̆ ₯ ⱴ ῏

ҍ ᴆ Ȃ 2025 ╠ 100 ҩ ≠ ₮̆ ᵬ

ȁ ⱴ̆Ὲ EXP ᶛҊ ̆ ₯ ԍ

ҍ ̆ ῃ ῀ Ҍ ȁ ↓ ׅ Һ Ȃ׆ ΐף

̆ ᶫ ̂ React2Shell̃ȁ῏

̂ Windows SMB ̃ ₯≠ ̂ WhatsApp ̃ Ҭ ԅҺ

ȁᴑҙ ҙⱵ  AI ῃ ҍ ҉ Ȃ 

2025 ̆ל ᾢ̆ ╝ ԅף └ⱬ̆

ⱴ AI ף ᶏ ̆ ῃ Ȃῒ ̆ᶫ ₯ᶭ

ᴟ ҍ ̆ ѿ ҙ Ȃ ̆AI Ҍֽ ҹ ₯

̆ῒ ῀ȁ Ȃ ̆AI ԅ

̆ ȁ≠ Ώ ῀ ῃ Ȃ ̆ ₯

̆ ₯ ≠ ⱬȁ Ḥȁ֜ ῏ ҍ
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ӄ └Ȃ 

2026 ̆ ̆ Ḡ AI ף ῃ

ҹ ̕ᶫ ῒ ׅ̆ ₯ ̆ №

ҍ ₯ ȂAIҍ ῃ ҹ ̆ ₯ ≠ AI ꜚ ҍ≠

ⱬᴪ ѿ ̆ ↕ Ṣꜛ AI ‰ ҍ Ȃҍ ̆

ȁ ῒ ₮ ᴰ ҍ ῃ ̆ ҹ ῃ

Ȃ ᵣ ̆ AI ҍ ̆ ᶷ ҍ

̆ ľ ≠ Ŀ ̆ ꜚ ᵣ ȁ ꜚ ҍᶫ ῃ

Ȃ 

7.1  ῃ  

2025 ῃ ל Ҭ̆ Ӟױ ל ̆ל ₮ԅ

ѿ֓ Ȃ 

̂1̃  AI ꜚ ᵣ ̔  2025  ľ ≠ Ŀ 

₯ ̆ᴑҙ ᴰ  ľ  + ֲ ∞Ŀ ̆ AI ҹ ץ

ῃ ᵣ ȂṢꜛ  AI ҍ ꜚ̆

ȁ ꜚ № ̆ ԍ ֟῏ ȁ CVSS №ȁ ≠ ’ ̆

№ ľ Ŀ ҍ ľᵞ Ŀ̆ ‗

Ȃ ̆  AI Һḱ ᵣ̆ ᴆ ꜚ Ҁ ̆

ҙⱵ ↕ ₮ ‰ ҳ Ȃ ̆  AI └̆

₯ ḱ ̆  ľ  - №  - ḱ  - ᴨ Ŀ 

̆ ľ ׆ Ŀ  ľ Ŀ̆ ₯ Ȃ 
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̂2̃ ᵣ ף ῃ ̔ ᵣ ҙⱵ ȁAPI ҹ ₯

Һ ᴑҙ̆ל ᴰ ̆  ľ  - API  - AI 

ᴆĿ ῃ Ȃ ̆ Ҋѿף ҍ Ḥᴋ └ ̆ ᵣ

ꜚ ҹ ꜚ Ḥᴋ ᵀ ̆ № ľ ҙⱵ ᵣĿ ҍ ľ ₯

ᵣĿ ̆ ԍ ҹ ‰ Ȃ  API ῃ ̆ Ғ  AI API 

῏̆  LLM ҍҙⱵ ᴰ ̆ ≢ ȁ

̆  API ֟ ҍ ῏ ̆ ↕Ȃ

 AI ᴆ ̆ ῒ ῀ ֟ ̆ ȁ

῀ ₯ Ғ ̆ ꜚ AI ʟ  SBOM ̂ ᴆ ̃

ᶫ׆̆└ ᵞ Ȃ 

̂3̃ ῃ ῃ ⱬ ̔ ᵣ ̆ ₯

ᵞ̆ ᴪ ₯ Ӟֲ׆ ᵈ  AI ֲ̆ ᴑҙ ῃ

ῃ ⱬᵣ ̆ ף Ȃѿ ̆ ῃ ῤ ̆ ᵣ

₯ Ғ ̆ ≢  AI ֲ ₯ȁ  ľAI ꜛ Ŀ 

῀ ȁ ᵣ ᵬ ῤ ̆
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